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CPC Calendar



January 17

February 21

March 21
April 18
May 16

June 20

July 18

August 15
September 19

October 17
November 21

December 19
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Consumer Protection Commission
2023 Planning Calendar
July 18, 2023

Chapter 28.1
2023 Meeting Calendar

Resilient Fairfax and CECAP Presentation
Election of Officers
2023 Items of Interest

Authorization to Advertise Public Hearing

Meeting Cancelled

Virginia Senior Medicare Patrol Presentation by Commissioner Freedenthal
BOS Engagement

Review draft subcommittee outline

Future briefings and activity

Open discussion and ideation

FY 2023 Annual Report

Panhandling Presentation
Identity Theft Resource Center Presentation

2023 Taxicab Biennial Determination Report
Electrification/EV Charging Presentation

Nomination of Officers



CPC Membership



Commissioners

Fairfax County Resident #1
Jacqueline Rosier (Secretary)

Appt. Expires 7/31/2025

Fairfax County Resident #2
Michael J. Roark

Appt. Expires 7/31/2023

Fairfax County Resident #3
Jason J. Kratovil (Chairperson)

Appt. Expires 7/31/2024

Fairfax County Resident #4
Dennis D. Kirk

Appt. Expires 7/31/2025

Fairfax County Resident #5
Dirck A. Hargraves

Appt. Expires 7/31/2023

Fairfax County Resident #6
Triston “Chase” O’Savio

Appt. Expires 7/31/2024

Fairfax County Resident #7
Pratik J. Kharat
Appt. Expires 7/31/2024

Fairfax County Resident #8
Harold G. Belkowitz

Appt. Expires 7/31/2024

Fairfax County Resident #9
Chester J. Freedenthal

Appt. Expires 7/31/2024

Fairfax County Resident #10
Vacant

Fairfax County Resident #11
Paul Svab

Appt. Expires 7/31/2024

Fairfax County Resident #12
Denis Gulakowski
(Vice-Chairperson)
Appt. Expires 7/31/ 2024

6/2/2023

Fairfax County Resident #13
Maurice B. Springer

Appt. Expires 7/31/2024

Staff

Rebecca L. Makely, Director

Department of Cable and Consumer Services
703-324-5947
Rebecca.Makely@fairfaxcounty.gov

Susan C. Jones, Consumer Specialist III
Consumer Affairs Branch
703-324-5877
Susan.Jones@fairfaxcounty.gov

Main Number 703-222-8435, TTY 711
Fax Number 703-653-1310
consumer@fairfaxcounty.gov
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mailto:consumer@fairfaxcounty.gov

Community Outreach



Consumer Resources



How to Recognize a Spear-Phishing Email
Attack

By AARP

Spear-phishing is a highly targeted, particularly destructive form

of phishing. Most phishing scammers cast a wide net, sending out
generic mass emails in hopes of snaring a few victims. Spear-phishers
research individual marks and craft personalized messages that appear
to come from trusted sources, which helps them bypass traditional
email security features like spam filters, according to a study by
security company Barracuda.

You might get what looks like an email, text or social media

message from a friend, a relative, a coworker or a company you do
business with. It includes a request for personal information, a link to a
company site or an attached document that requires immediate
attention. Clicking the link or downloading the file infects your device
with malware or spyware that steals your passwords, peruses your files
or tracks your every keystroke.

Spear-phishers have numerous tricks to make the ruse plausible. For
example, they might:

e dig up personal and professional information from a variety of
sources, including public records, your employer’s business website
and your social media profiles.

¢ hack email and social media accounts and send messages to people
on the victim’s contact list.

e utilize information obtained through data breaches of major
companies.

e set up fake customer-service accounts for big brands to glean info
from unsuspecting consumers (a practice called “angler phishing”).

Spear-phishing has become a key weapon in cyber scams against
businesses. More than 80 percent of US companies and organizations
surveyed by cybersecurity firm Proofpoint reported experiencing a



https://www.aarp.org/money/scams-fraud/info-2019/phishing.html
https://www.aarp.org/money/scams-fraud/info-2019/social-media.html
https://www.aarp.org/money/scams-fraud/info-2019/social-media.html
https://www.aarp.org/money/scams-fraud/info-2018/password-manager-identity-protection.html
https://www.aarp.org/money/scams-fraud/info-2019/capital-one-data-breach.html
https://www.aarp.org/money/scams-fraud/info-2019/capital-one-data-breach.html
https://www.aarp.org/money/scams-fraud/info-2019/business-email-compromise.html
https://www.aarp.org/money/scams-fraud/info-2019/business-email-compromise.html

spear-phishing attack in 2020, and 38 percent said they were targeted
more than 25 times.

Another variation targets homeowners: An email supposedly from your
mortgage company says your loan has been sold and provides a link to
the new lender’s website. Any payments you make there go into the
crooks’ pockets.

Warning signs

. An email that appears to be from a supervisor or colleague at
work makes an unusual, urgent request for money or financial
information.

. An email or social media message from a familiar or trusted
source asks for personal information, such as account
passwords.

. The message contains odd grammar, poor word choices or
misspellings.

How to protect yourself from this scam

. Do be as cautious with emails that address you directly as you
would be with a generic message, especially if they contain
links or attachments.

. Do eyeball email addresses, even when attached to a familiar
name. If the message comes from an address the person
doesn’t normally use, or one that contains a slight misspelling
of a familiar domain, that’s a red flag.

. Do check links before you click them, by hovering your cursor
over them to see the actual URL.

. Do be mindful that what you post on social networks might be
exploited by spear-phishers. For example, if you posted about
a recent business conference, a crook might pose as a fellow
attendee and send you a related document that contains
malware.



Do scrutinize a corporate social media account before you
engage with it. Look for signs that it is legitimate (such as the
blue checkmark Twitter gives to verified accounts) and tipoffs
of fakes (like misspelled words or variations on the company'’s
name in a URL). When in doubt, go to the company’s official
website and look for its genuine social media connections.

Don'’t click on links or open attachments in an email, text or
social media message unless you are certain it comes from a
trusted sender.

Don’t accept friend requests on social networks from people
you don't know. They may be scammers trying to get access to
personal information from your posts.

Don’t send sensitive personal information in response to an
email request, even if it appears to be from a trusted source.

Don't trust a link just because it connects to a familiar file-
sharing service like Google Drive, Microsoft OneDrive or
Dropbox. More scammers are storing their spyware-laden files
in the cloud, rather than sending documents with attachments
that security software might block.

Don't trust a website just because it has “https://” and a lock
icon in the browser window. Scammers increasingly are
incorporating security certificates into their phony websites to
make them look authentic.



MOVEIt breach impacts Genworth, CalPERS as

data for 3.2 million exposed
By Bill Toulas , June 23,2023, 11:06 AM

3 Progress

MOVEIf

PBI Research Services (PBI) has suffered a data breach with three clients
disclosing that the data for 4.75 million people was stolen in the recent
MOVEIit Transfer data-theft attacks.

These attacks started on May 27th , 2023, when the Clop ransomware gang
began exploiting a MOVEit Transfer zero-day vulnerability to allegedly steal
data from hundreds of companies.

Over the past week, the Clop gang began extorting companies by slowly listing
impacted organizations on its data leak site as they attempt to pressure
victims to pay a ransom demand.

According to three different disclosures from PBI clients, millions of
customers have had their sensitive data exposed in these attacks. However,
this number may increase as other companies make further disclosures.

The first impacted entity is Genworth Financial, a Virginia-based life
insurance services provider.


https://www.bleepingcomputer.com/author/bill-toulas/
https://www.bleepingcomputer.com/news/security/new-moveit-transfer-zero-day-mass-exploited-in-data-theft-attacks/
https://www.bleepingcomputer.com/news/security/clop-ransomware-gang-starts-extorting-moveit-data-theft-victims/

In a MOVEit Security Event notice published on their website, Genworth says
PBI informed them of the security breach on June 16, 2023, and
subsequently verified that customers' personal data was stolen.

The firm estimates that the data breach impacted between 2.5 and 2.7 million
individuals who are either its customers (insurance, annuity, long-term care)
or working for them as insurance agents.

The exposed data includes the following;:

- Full name

- Date of birth

- Social security number
- Zip code

- State of residence

- Policy number

- Agent ID (for agents)

Genworth says this attack did not impact its own systems and network or
affected its business operations, as it does not use the MOVEit or GoAnywhere
products.

Affected individuals will receive notices of a data breach in the coming weeks,
which will contain instructions on enrolling for free-of-charge credit
monitoring and identity theft protection services.

The second firm impacted by the PBI breach is Wilton Reassurance, a New
York-based insurance provider, which reports that 1,482,490 of its customers
had data stolen.

As reported to the Office of the Maine Attorney General, the exposed
information includes customers' names and social security numbers.

Although a sample of a data breach notification letter has not been uploaded
to Maine's portal yet, Wilton Reassurance has informed that they will provide
12 months of free identity theft protection and credit monitoring services
through Kroll to impacted individuals.


http://www.genworth.com/moveit.html
http://apps.web.maine.gov/online/aeviewer/ME/40/f74d0aa0-eb90-46c1-8093-58aabe65a9d6.shtml

The third company impacted by PBI's data breach is CalPERS (California
Public Employees' Retirement System), the largest public pension fund in the
US, which is now informing retirees and beneficiaries about the event.

In a notice to its website, CalPERS says it responded to the situation
immediately after learning about the breach and took actions to secure its
members' benefits and data by strengthening its data management protocols
that pertain to working with contractors.

The agency says approximately 769,000 of its members were impacted by the
security incident, who will all receive notification letters with detailed
information on how to access two years of free credit monitoring service
through Experian.

At the time of writing this, PBI Research Services has not been listed on Clop's
data leak site. While this could mean that the company is negotiating with the
threat actors not to release data, it could also mean that Clop has not begun
extorting the organization yet.

BleepingComputer has contacted PBI to comment on the situation, but we
have not heard back by publication.

Update 6/24 - A PBI spokesperson has sent BleepingComputer the following
comment:

3%, S5HVHDUFK 6HUYLFHV XVHV 3UKRikUrahgf®r 6 RIWZDUHYV
application with a number of clients. At the end of May, Progress Software

identified a zero -day vulnerability in the MOVEIt software that was actively

being exploited by cyber criminals.

PBI promptly patched its instance of MOVEit, assemble d a team of
cybersecurity and privacy specialists, notified federal law enforcement and
contacted potentially impacted clients.

7KH F\EHU FULPLQDOV GLG QRW JDLQ bdetessMwsWR 3%,
only gained to the MOVEIit administrative portal subj ect to the vulnerability.

PBI is working directly with impacted clients to identify impacted consumers
and develop notice plans.



COUNTYWIDE, NEWS

Fairfax County bolsters extreme heat
resources for unsheltered residents

Melanie PincusJune 20, 2023 at 11:45am
F

0L 1t % :
N | All
of Fairfax County’s public libraries have been designated as cooling centers during extreme heat
events (staff photo by Angela Woolsey)

As homelessness increases in Fairfax County, affected residents can use revamped county
resources to cope with extreme summer heat.

The county will activate its extreme heat response when the National Weather Service issues a

heat advisory, excessive heat watch or excessive heat warning.

As part of the response, 47 county facilities are now designated as cooling centers and will
provide supplies, such as water, sunscreen, insect repellant, body wipes, and bus passes,


https://www.ffxnow.com/category/countywide/
https://www.ffxnow.com/category/news/
https://www.ffxnow.com/author/melaniepincus/
https://www.ffxnow.com/2023/05/12/homelessness-continues-to-increase-in-fairfax-county-especially-among-families-with-kids/
https://www.fairfaxcounty.gov/emergency/readyfairfax/extremeheat
https://www.ffxnow.com/files/2023/06/Oakton-Library.jpeg

according to a presentation to the Board of Supervisors’ health and human services committee
last week.

“Like in previous years, all county facilities that are open to the public can be used by residents
to come in for cooling,” Jill Clark, health and human services policy and planning manager with
Fairfax County Neighborhood and Community Services, said in the presentation.

The cooling center facilities include all libraries and community centers. In those locations, staff
will be prepared to welcome residents in need, and there will be supplies and seating in
designated spaces.

Supplies will also be available at shelters and drop-in centers and from outreach workers. Most

of the supplies are single-use and/or lightweight and portable. The decision to supply single-use
items, among other parts of the plan, came from feedback from a September 2022 survey of 81

unsheltered residents.

“In the responses, you could hear the challenges they experienced both in terms of discomfort
and real negative health effects from the extreme heat, including nausea, shortness of breath,
exhaustion, asthma attacks, inability to eat as well as sunburns and rashes,” said Tom Barnett,
deputy director of housing and community development in the Office to Prevent and End
Homelessness.

The county will also aim to better notify unsheltered residents about heat advisories by using a
new dedicated channel of Fairfax Alerts.

“We learned through the unsheltered residents survey that most respondents actually have a
phone with internet access, and actually prefer getting information about resources and heat
alerts via text messages and emails,” Barnett said.

To help residents get to cooling centers, drop-in centers or weather-related overflow sites, the
county will offer free Fairfax Connector bus passes in the form of 3,000 postcards that cover two
rides each. In addition, the county will provide pre-loaded Transportation Options, Programs

& Services (TOPS) cards to assist unsheltered residents who cannot access Fairfax Connector
buses.

These changes came out of recommendations from a workgroup that formed in August 2022 in
response to concerns raised by the Fairfax County NAACP. The board received the

workgroup’s recommendations in a March memorandum.


https://www.fairfaxcounty.gov/boardofsupervisors/sites/boardofsupervisors/files/assets/documents/extreme%20heat%20response.pdf
https://www.fairfaxcounty.gov/topics/alerts
https://www.fairfaxcounty.gov/neighborhood-community-services/transportation/tops
https://www.fairfaxcounty.gov/neighborhood-community-services/transportation/tops
https://www.ffxnow.com/2022/08/11/new-as-fairfax-county-heats-up-advocates-seek-more-options-to-cool-off-unhoused-residents/

“The work group and its four committees included a robust membership across many different
county departments as well as key partners and representatives from the homeless service
providers, the faith community and advocates,” Barnett said.
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